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@ The output function is taken as= Zke.A Nk + h(|i+3, lir25, li+46, li+64, ni+63),
whereA = {1, 2,4,10,31,43, 56}.
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o In this paper, a new key recovery attack, called near coflisittack is proposed,
utilizing the compact NFSR-LFSR combined structure of Grdi.

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 7129



o In this paper, a new key recovery attack, called near coflisittack is proposed,
utilizing the compact NFSR-LFSR combined structure of Grdi.

o Itis observed that the NFSR and LFSR are of length exactlgiB@rith no
redundanceand theLFSR updates independenitythe keystream generation
phase.

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 7129



o In this paper, a new key recovery attack, called near coflisittack is proposed,
utilizing the compact NFSR-LFSR combined structure of Grdi.

o Itis observed that the NFSR and LFSR are of length exactlgiB@rith no
redundanceand theLFSR updates independenitythe keystream generation
phase.

o Itis observed that the LFSR state bits can be easily recdygieen the internal
state difference at two different time instants.

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 7129



o In this paper, a new key recovery attack, called near coflisittack is proposed,
utilizing the compact NFSR-LFSR combined structure of Grdi.

o Itis observed that the NFSR and LFSR are of length exactlgiB@rith no
redundanceand theLFSR updates independenitythe keystream generation
phase.

o Itis observed that the LFSR state bits can be easily recdygieen the internal
state difference at two different time instants.

o Itis observed that the distribution of the keystream sedrdiierences is
non-uniform given a low Hamming weight internal state difference.

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 7129



o In this paper, a new key recovery attack, called near coflisittack is proposed,
utilizing the compact NFSR-LFSR combined structure of Grdi.

o Itis observed that the NFSR and LFSR are of length exactlgiB@rith no
redundanceand theLFSR updates independenitythe keystream generation
phase.

o Itis observed that the LFSR state bits can be easily recdygieen the internal
state difference at two different time instants.

o Itis observed that the distribution of the keystream sedrdiierences is
non-uniform given a low Hamming weight internal state difference.

@ Three attacks has been proposed: NCA-1.0, NCA-2.0 comlyiittdBSW
sampling, NCA-3.0 utilizing the non-uniform distributiaf the internal state
differences for a fixed keystream difference.
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Preliminaries

Definition

Two n-bit strings s,’sare d-near-collision, if w(s& s) < d.

Similar to the birthday paradox, which states that two randabsets of a space with
2" elements are expected to intersect when the product ofdlzeis exceeds'2we
present the followingemma ofd-near-collision

Lemma

Given two random subsets A, B of a space \#itklements, then there exists a pair
(a,b) with a € A and be B that is an d-near-collision if

2n
|Al- [B| > Vin.d) (1)

holds, whergA| and |B| are the size of A and B respectively.

v(nd) =31, (D).
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Observation I-State recovery with known state difference

o Denote the LFSR state &8 = (I3, 1}, ..., 1%) attimet; andL® = (I,1%, ...,1%)
attimet, (0 < t; < tp). Then, we can derive

2 _ ~0ta Orty 0 |t
I9 = C?'? + C%|t1 +..+ czglt79
2 __ 1 1 1
17 = cglg + i + ... 4+ Crl7g

b _ ~7911 791t 79it1
I7o = Colo + Co7IT + .. + Crgl7g,
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Observation I-State recovery with known state difference

o Denote the LFSR state &8 = (I3, 1}, ..., 1%) attimet; andL® = (I,1%, ...,1%)
attimet, (0 < t; < tp). Then, we can derive

t t t t
I = cg|§ + c‘l’ltl1 +.+ 099le
I = cglg +Calf + .. + Crol7g
17 = cgl6 + %y + ... + C7dl5s,
@ Suppose that we know the differentd = (1§ @ 12, ..., 1% @ 1%) = (Alg, Aly,
..., Al7g) with the time intervalAt = t, — t;. Then,

Alg = |§ oI} = (°8t+ 1l + xditltf + .t cg%lt;g

Al =12 &1} =cglg + (1 + DIF + ... + Chol7g

Alzg = 1% @ 1% = cfA% + o 4 ... + (¢ + DI,

@ The next step is to recover the NFSR statg aindt,, the time complexity is
bounded by 23 cipher ticks.
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Observation lI-the Distribution of the KSD

@ The distribution of keystream segment differences (KSB&jased, given a
specific internal state differential (ISD).
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rable: The distribution of KSDs

ISD KSD Proportion| ISD KSD  Proportion
As, 0xal20 4A9% Ay 0x0000 520%
0xel20 506% 0x0080 480%
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The distribution of KSDs.

| = 16,d = 4.
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0xel20 506% 0x0080 480%
0x0000 129% 0x0001 132%
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The distribution of KSDs.

| =16,d=4.

@ The results also show that there exists some impossibkréifEes for most of
(d, 1) pairs.
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@ For each enumeratdg] 1 < i < 280 — 1, the attacker first needs to proceed the
initialization phase which needs 160 ticks.

o If each keystream bit is treated as a random variable, thegefthk;, the
probability that the attacker need to genetate< | < 80) bits keystream is 1
forl=1and2(-Yforl > 1

o LetN, be the expected number of bits needed to generate for eanteeated
key, which isNy, = Y% 1P = 300, 1. 2-(0-1 ~ 4. Then, the total time
complexity is(28° — 1) - (1604 4) ~ 2874 cipher ticks
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Complexity Analysis of NCA-1.0
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@ Pre-computation time? = 2- N - V(n,d) - |. The data complexity is
D = |A| + |B| I-bit keystream segments and the memory requirement is
M = M + M, = V(n,d) - 256 4 |A| + |B| entries.

o Step 2:T; = (|A| - log|A| + |B| - log|B|)/f2 cipher ticks.

@ Step 3:T, = min{Q(n,d, 1) - m-logm/Q, n? - logQ(n,d,1)/Q} ticks.

@ Step 4T3 = |A- |B|-V(n,d) - 25¢. T, /Q(n,d, ).

aie: The attack complexity with various

I P T1 To T3 T
102 235.7 240.9 285.8 286.4 286.4
104 ?5.7 240.9 285. 9 284.4 285. 9
106 ?5.7 240.9 285.9 272.4 285.9
n=160 d= 16, D = 2758, M = 2759
Strategy Il is chosen in Step 3.
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D = |A| + |B| I-bit keystream segments and the memory requirement is
M = M + M, = V(n,d) - 256 4 |A| + |B| entries.

o Step 2:T; = (|A| - log|A| + |B| - log|B|)/f2 cipher ticks.

@ Step 3:T, = min{Q(n,d, 1) - m-logm/Q, n? - logQ(n,d,1)/Q} ticks.

@ Step 4T3 = |A- |B|-V(n,d) - 25¢. T, /Q(n,d, ).

aie: The attack complexity with various

I P T1 To T3 T
102 295.7 240.9 285.8 286.4 286.4
104 ?5.7 240.9 285. 9 284.4 285. 9
106 ?5.7 240.9 285.9 272.4 285.9
n=160 d= 16, D = 2758, M = 2759
Strategy Il is chosen in Step 3.

o We name this basic attack as NCA-1.0. The pre-computatiorptexity
P = 2957 exceeds the brute force attack complexity %2
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NCA-2.0

@ The firstimprovement is designated by combiningshepling resistance
property of Grairwith NCA-1.0.
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property of Grairwith NCA-1.0.

Given the value ocf39particular state bits of Grain and the fir&l keystream bits
produced from that state, anoth2t internal state bits can be deduced directly.

@ The sampling resistance of GrainRs= 2~21, Thus we define restricted
one-way functiorr : {0,1}*%° — {0, 1}*3° by choosing a prefix of 8.
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produced from that state, anoth2t internal state bits can be deduced directly.

@ The sampling resistance of GrainRs= 2~21, Thus we define restricted
one-way functiorr : {0,1}*%° — {0, 1}*3° by choosing a prefix of 8.
1. For each 139-bit input value the remaining 21-bit internal state can be determine
by Lemma 2 and the prefix oft
2. Run the cipher forward for 160 ticks, generate an 160-biseg G|y, outputy.

@ Now, the searching space is reduced to a special subset iotd¢neal states.

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 17129



Complexity Analysis of NCA-2.0

o Now, the goal is toecover then* = 139 bits ISDwhich contains 60 NFSR state
bits and 79 LFSR state bits, instead of the: 160 bits ISD.
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o Now, the goal is toecover then* = 139 bits ISDwhich contains 60 NFSR state
bits and 79 LFSR state bits, instead of the: 160 bits ISD.

@ We need to collect those keystream segments with the pretisrpa??, the data
complexity isD = (|A| + |B|) - 22L.

rable: The attack complexities with variolidased on sampling resistance

P T, T, T3 T
92 ?3.4 235.9 276. 1 275.4 276. 1
94 233.4 235.9 276. 2 273.4 276.2
96 233.4 235.9 276.2 271.4 276.2
n* =139 d = 13, D = 252, M = 2059,
Strategy Il is chosen in Step 3.

@ Compared to NCA-1.0, our improved attack reduBedsy a factor of 223 and it
saves 10-bit storage for each entryAimandB.

@ All the complexities are under the brute force attack comipjef 2874, We
name this combined attack as NCA-2.0.
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NCA-3.0

@ The second improvement is based on NCA-2.@blzing the non-uniform
distribution of KSDsamong all the tables. Some observations (Example in
Section 3.2):
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@ The second improvement is based on NCA-2.@blzing the non-uniform
distribution of KSDsamong all the tables. Some observations (Example in
Section 3.2):

1. Some tables like table-0x0000, table-0x0008, table-04Q@Mtains more rows than
those like table-0x0012 and table-0x0048.

2. Table-0x0000 contains the most rows among all the tables.

3. Most tables like table-0xfe00, table-0xfd68 and tablea@f only contain a single
row.

4. The tables with low Hamming weight indexes satisfyimg(KSD) < 3 (special
tableg contain about 8% of all theV(n, d) different ISDs.

On average, the special tables can co&éV; of all the V(n*, d) different ISDs, whe
d and | becomes larger.

@ The assumption indicates that in the off-line stage, we aeld to construct
those special tables.
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Complexity Analysis of NCA-3.0

@ All the complexities remain unchanged except
T, = min{I®-m-logm, n? -logl3}.
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@ All the complexities remain unchanged except
T, = min{I®-m-logm, n? -logl3}.

aie: The attack complexity on Grain with variolbased on special tables

I P 1. T, Ta T
92 273. 1 241. 9 260. 5 275.4 275.4
94 273. 1 241. 9 260. 6 273.4 273.4
96 273. 1 241. 9 260. 7 27 14 271.4

n* =139, d = 10, M = 2528 pits, D = 2°78 bits keystream.
Strategy | is chosen in Step 3.

@ We can obtain an attack af = 214, M = 2528 andD = 2578 with the
pre-computation complexity = 2731, We name this enhanced attack as
NCA-3.0.
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Simulation and Results-Reduced Version

@ The reduced version of Grain v1 cipher consists of an LFSRdfits and an
NFSR of 32 bits. The update functions of LFSR and NFSR aregdesliin a
similar way as full version.
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Simulation and Results-Reduced Version

@ The reduced version of Grain v1 cipher consists of an LFSRdfits and an
NFSR of 32 bits. The update functions of LFSR and NFSR aregdesliin a
similar way as full version.

@ LFSR update functior, 5, = I{, 30+ I{ ;55 + I 16 + I{- NFSR update function:

/ I / / / / / / / / /
Ntz = i +Nitos+ Niiog+ Nipgs+ Nigg + N+ NiyosNiy oz + NiypgsNiyg

/ / / / / / / / / /
o MigasMiiodivas + Miyo3Mivasive + MigosNip23NivasNiyse:

@ The output function ag = >, 4 N + (1 3,1 10,100, 1 08, Ny 24), Where
A={1,4,10,21}.

@ Given the value of 53 particular state bits (including 33 hiESR and 21 bits
NFSR) and the first 11 keystream bits, another 11 interntd sigs can be
deduced directly. Thethe sampling resistance® = 211,
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Verification of Assumption 1

@ We randomly chose #aSDs with Hamming weighdl < 4 and generate their
corresponding KSDs with the proportions. For each INDandom internal
states were generated to determine the projection fromdS{sD.
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@ Inthe off-line stage, we set= 50,N = 22 andd = 4.
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Simulations

@ Inthe off-line stage, we set= 50,N = 22 andd = 4.

Taie: Theoretical complexity on reduced version of Grain

Attack | P D ™M T
NCA2.0 24 563 2292 239 362
NCA-3.0 24 263 222 2239 232
NCA-2.0 32 $67 2292 9239 9314
NCA-3.0 32 $67 0292 2239 9282
n=>50,N=22 d=4.
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Simulations

@ Inthe off-line stage, we set= 50,N = 22 andd = 4.

Taie: Theoretical complexity on reduced version of Grain

Attack | P D ™M T
NCA2.0 24 563 2292 239 362
NCA-3.0 24 263 222 2239 232
NCA-2.0 32 $67 2292 9239 9314
NCA-3.0 32 $67 0292 2239 9282
n=>50,N=22 d=4.

Tanle: Pre-computation time of NCA-2.8 NCA-3.0

Attack I Time Memory No. of tables
NCA-2.0 24 9hours,50mins 643 MB 8192
NCA-3.0 24 6hours,35mins 216 MB 378
NCA-2.0 32 27hours,41 mins 4.45GB 2097152
NCA-3.0 32 6hours,37mins 11.6 MB 1562

n =50, N=22 d=4
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Simulations

o We apply NCA-2.0 and NCA-3.0 to the reduced version of Graspectively for
140 randomly generate# (IV) pairs.
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@ The success probability needs to be stabilized.

@ Our attack need to be refined further and we indeed get sonmevaments by
reducing the complexity of recovering the NFSR given the RFid the state
difference. We will provide the details in the upcoming pape

@ We can also see that the experimental success probabiNMZé£2.0 is lower
than estimated in theory. The reason is that we choose éctedtvalue ofy and
N. These two parameters directly influence the size and thdauaf the
pre-computed tables, hence affect the success probability

@ How to theoretically derive the relationship between thecsss probability and
these two parameters is our future work.
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Conclusions

o In this paper, we have proposed a key recovery attack, cadladcollision
attack on Grain v1.
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Conclusions

o In this paper, we have proposed a key recovery attack, cadladcollision
attack on Grain v1.

o Based on some key observations, we have presented the tiaslcealled
NCA-1.0 and further enhance it to NCA-2.0 and NCA-3.0 by caonirty the
sampling resistance of Grain v1 and the non-uniform distiim of the KSD
table size respectively.

@ Our attack has been verified on a reduced version of Graindhan
extrapolation of the results indicates an attack on tharmalgsrain v1.

@ Our attack is just a starting point for further analysis oai@tlike stream ciphers
and hopefully it provides some new insights on the desigmuofi€ompact
stream ciphers.
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Thanks for your attention!

Bin Zhang, Zhengi Li (IIE,ISCAS) FSE 2013 March 13, 2013 29/29



